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SOMETHING TO 
THINK ABOUT

• Liverpool

• 123456

• 50cent

• Superman



EVERY MINUTE ON THE PLANET THERE ARE



4 PILLARS OF 
CYBERSECURITY 
AND RISK MANAGEMENT 
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WHY 
BUSINESSES 
ARE SUFFERING 
STEEP CYBER 
INSURANCE 
PREMIUMS



THINGS TO KNOW ABOUT CURRENT CYBER MARKET

• “Glory Days” 2010 to 2021 coverage was easy to obtain, very little underwriting and ample supply 
of markets 

• 2021 Showed signs of cracks in the market 
• Claims driving loss ratios to 66-70% in 2021 (FitchWire 4-13-22) 
• Significant increase in Ransomware and Social Engineering claims along with the increase in $ 

amount of the claims pushed the cyber insurance market into what is described as a  “Hard 
Market”

• Hard Market could be defined by increasing rates in excess of 25% and in some cases 300%. 
Reduction of terms & conditions, and increases in retentions (more skin in the game)

• Carriers exiting the market altogether



CYBER: THE DOMINANT RISK TO BUSINESS 
• The velocity of technology and information flow risks, often hiding in plain sight, threatening the 

things we value most
• Cyber threat is now seen as the dominant risk to business in 7 out of 8 countries. 
• It is clear Cyber criminals are moving down the food chain to mid-small size businesses. With 75% 

saying they would be able to survive a 3-7 days from a Ransomware attack.(Cyber Catch April 13, 
2022)

• Employees are typically the most exploitable aspect of any organization, making remote 
workforce vulnerable to phishing attacks



TOP 5 TYPES
OF CYBER ATTACKS

• Social Engineering attacks (phishing)

• Ransomware/Extortion – (Rise of Triple Extortion)

• Mobile security attacks

• Remote working risks

• Identity-Based cloud security threats

*Thomson Reuters 7-5-22



1

WHAT MAKES 
CYBER INSURANCE 
SO DIFFERENT 
FROM OTHER 
COVERAGES 



WHAT MAKES CYBER INSURANCE SO DIFFERENT 
FROM OTHER COVERAGES 

• Maturity
• Depending on the studies between 45-55% of the business purchase a Cyber Insurance policy
• Cyber Insurance must be viewed as a compliment to an organization’s active Cybersecurity 

measures and a risk management tool and won’t remove the cyber risk entirely
• For most threats to your business, you implement safety measures for prevention and insurance to 

transfer the remaining risk. For example, you install a sprinkler system to protect the building in 
case of a fire but you also purchase an insurance policy to rebuild the building

• For Cyber threats the same holds true. Companies build cyber defenses to protect from Cyber 
threats and buy Cyber Insurance to transfer for the risk and to fill in the gaps where traditional 
policies do not provide coverage 

• Cyber policies are designed to evolve with the ever-changing Cyber threats by bad actors 
• Cyber security is not a one-and-done approach and thus Cyber Insurance policies are very fluid 

and reactive in their approach to emerging risks – ie. Social Engineering
• Removal of risk not seen in Cyber 
• Cyber Insurance by it’s very nature is for mitigating risk that can’t be addressed in-house and are 

no replacement for an enhanced Cyber Security program 
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WHY EVERY 
BUSINESS NEEDS 
A CYBER POLICY

First-Party Coverages:

IT Forensics

Notification Costs

Credit Protection

Crisis Management

Crime & Social Engineering

Cyber Business Interruption

Hacker Damage or Digital Asset Damage

Cyber Extortion/Ransomware

Contingent Business Interruption
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WHY EVERY BUSINESS 
NEEDS A CYBER 
POLICY (CONT)

Third Party Coverages:

Claims related to the Breach of Personally Identifiable Information 

(PII)

Breach of Contract

Negligent protection of data

Network security breaches

Transmission of software viruses 

Denial of Service attacks

Defense of Regulatory actions related to a breach

PCI Fines and penalties and assessments
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COMPLEX POLICY 
UNDERWRITING 
REQUIREMENTS



SAMPLE RENEWAL LETTER
To Whom It May Concern,

Below I've outlined all of the materials that Ins Co will need in order to consider offering renewal terms for this account. I have also listed the 
minimum security controls we currently require, and information about how Ins Co. can assist your client. Finally, we want to inform you that a 
new Cyber Amendatory Endorsement will be added to all policies.

Required Renewal Materials Needed Prior to Evaluation*:
Favorable responses required to bind 
A completed, signed, and dated Renewal Application (attached)
Confirmation that the Applicant verifies the validity of the funds request or payment change request, with the requestor, via a separate 
means of communication prior to transferring funds or making payment changes.

Below are the minimum required controls for us to be able to offer terms and include full ransomware limits based upon the information we have 
at this time. If one or more of these controls are missing, terms may not be available or may only be available with reduced limits, a ransomware 
event sub-limit and/or co-insurance.

Segregated backups, updated regularly (at least weekly)
An email filtering solution
Multi-Factor Authentication (MFA) for remote access, email and administrative access
Out of Band Authentication (OOBA) prior to making payments or transferring funds. (Out of Band Authentication is a secondary verification 
method with the requester of funds transfer through a communication channel separate from the original request.)

Ins Co. offers the following services that can assist when implementing the above controls



CYBER INSURANCE UNDERWRITING
• Network Security Controls – Top 10 next slide
• Return of the 8-15 page application with more detailed Q & A
• Representations/Misrepresentations on the application – questions should be answered by the 

appropriate individuals. The depth of detail is greater than it was in the past
• Signatures of the CEO or CFO required within 30 days of binding coverage
• Detail explanation of any past claim history and what measures were taken to prevent such a claim 

from happening again
• Lead time is critical 
• Be prepared for additional follow-up questions
• Insurance Companies changing appetites
• Insurance Companies Risk profile scan 



TOP 10 NETWORK SECURITY CONTROLS
CYBER UNDERWRITER EXPECT TO SEE

• Comprehensive Multi-Factor Authentication (MFA)including cloud based services and all remote access to your network
• Network Segregation and Network Segmentation
• Strong Data Backup Strategy both online and offline locations
• Disabled Administrative Privileges on Endpoints
• Security Awareness Training for Employees
• Endpoint Detection and Response (EDR) and Anti-Malware
• Sender Policy Framework (SPF)
• 24/7 Security Operation Center (SOC)
• Security Information Event Management (SIEM) Platform
• Strong Service Accounts Security in Active Directory
• Q3 Incident Response Plan (IR) – this question has started to pop up

• *Epic Brokers Insurance Brokers & Consultants
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EVOLUTION OF 
CYBER INSURANCE 
COVERAGE



3

EVOLUTION OF CYBER 

“If we just provide an insurance 
policy, but we don’t help clients 
prepare to face Cyber threats, 
were not really adding any value 
to them, their business model, or 
to their defense architecture in 
the long term“

Hilario Itriago – Boxx Insurance Inc - IBAW 
Roundtable – October 2022



NEXT GENERATION  
INSURANCE PRODUCTS
SUITE OF TOOLS & RESOURCES

24/7 Network Vulnerability Scans

Security & Incident Response Team

Ongoing updates on vulnerabilities and patches specific to your 

own security

Additional training for employees

DDOS Prevention 

Breach coaches 

Information security hotlines

Security Awareness Training videos 

Endpoint Detection & Response

Backups stored in offsite/offline location

Cyber Incident calculator - https://eriskhub.com/mini-dbcc



NEW COVERAGE 
ENDORSEMENTS

• Lloyds Cyber Mandate 3/31/23  -
“Cyber attack exposure arising from 
war and non-war, state backed cyber-
attacks”

• Social Engineering with a call back 
provision

• Neglected Software endorsement –
46-90, 180-364 and 365 day points

• The return of Sub-Limits
• Capacity limitations

Read: Coverage Exclusions Leave Businesses More 
Exposed to Cybercrime
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CYBER SECURITY & 
INSURANCE 
REGULATORY 
COMPLIANCE



Cybersecurity &
Infrastructure Security Agency (CISA)

• Cyber Incident Reporting for Critical Infrastructure Security Act (CIRCIA)
• Signed into law March of 2022
• 16 Critical Infrastructure sectors 
• Requires CISA to publish proposed rules within 24 months, and  final rules must be 

published within 18 months of proposed rules or by no later than September 2025
• Infrastructure sectors to report covered cyber incidents within 72 hours
• www.cisa.gov/CIRCIA



CYBERSECURITY MATURITY MODEL 
CERTIFCATION 2.0 (CMMC)

• The Department of Defense (DOD) developed CMMC 2.0 to dynamically enhance 
Cybersecurity to meet the evolving threats and safeguard the information that supports 
and enables our warfighters

• Designed to protect sensitive unclassified information that is shared by the DOD with its 
contractors and subcontractors

• The certification program incorporates a set of Cybersecurity requirements that provides 
the DOD increased assurance that contractors and subcontractors are meeting these 
requirements

• www.acq.osd.mil/cmmc



CMMC MODEL 



SAFEGUARD RULES & AUTO DEALERS

• Effective December 9, 2022
• FTC issues guidance on the revised Safeguards Rule 
• Requires dealers to comply with a series of procedural, technical, and contractual 

steps to protect the consumer and other personal data
• *www.nada.org/safeguardsrule/



CYBERSECURITY 
PREDICTIONS

2023

● Internet of Things [IoT] will be increasingly exploited by hackers

● Ransomware + Social Engineering remains at the top

Remote Working

Supply Chain remains at risk 

● Virtual Reality, Artificial Intelligence, Augmented Reality,  Pokemon Go

● More data migrates to the Cloud

Compliance and Regulatory

● Terror groups

Third-Party agreements and business engagements

● Small + medium size businesses will become 

increasingly targeted [SMBs]

● Geopolitical voting systems, power grids



CYBER INSURANCE MARKET PREDICTIONS
• Cyber market Consolidation
• Cyber Proactive Risk Management
• Cyber policy language will standardize
• Adaptive/Active/Cyber 360/Total policies will become the norm
• The development of government backstop or pools
• At least one major cyber insurance catastrophe
• Alternative Cyber Insurance products
• By 2022 Cyber Security ratings will become as important as credit ratings when assessing the risk 

of business relationships *Source Gartner “Innovation Insight for Security Rating Services” Sam 
Olyaei, Christopher Ambrose, Jeffrey Wheatman 27, July 2018



SOMETHING TO THINK ABOUT 

• Liverpool or Chelsea – + 500,000

• 123456 – 23 million people

• 50cent beats out Metallica

• Superman – 333,139



TOP 10 PASSWORDS

1. 123456
2. 123456789
3. Qwerty
4. Password
5. 111111
6. 12345678
7. Abc123
8. 1234567
9. Password1
10. 12345

Patchstack 3/4/21



SUMMARY
• There is one constant when we talk about Cyber and that is 

CHANGE

• In todays, fast-moving world, Risk transfer, and Cyber security 

alone aren’t enough to protect businesses from the impact of a 

Cyberattack. 

• Compliance knowledge, employee training, loss mitigation 

services, and Cyber Liability insurance policy are effective 

approaches to reducing a company’s Cyber risks and potential 

exposures.

• Cyber Security protects the assets and Cyber Insurance protects 

the financials. *Author Unknown



CONTACT ME

3155 W Big Beaver Rd Suite 125, Troy, MI 48084
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