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Lessons from the Field
Vulnerability Disclosure and Bug Bounty Program

Management



Sean McKeever Is a Program Manager and Security 

Researcher at GRIMM, previously he worked as a 

Cybersecurity Architect at global automotive 

OEM securing advanced transportation mobility 

platforms and the company’s Bug Bounty Program 

Manager. Outside of Sean’s employment, he co-

founded the Detroit chapter of the Automotive 

Security Research Group (ASRG), developed the 

RoboCar Platform, and contributes to CTFs at 

DEFCON, GRRCon, Converge and BSides Detroit.

sean.mckeever@grimm-co.com

@d0rkv4d3r
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GRIMM provides a holistic approach to 

cybersecurity, guiding clients to better risk 

management of their physical and virtual assets.

Who is GRIMM?
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Attendees will learn how a Vulnerability Disclosure Program (VDP) can 

be a vital tool in securing their business and products against today’s 

cyber security challenges. This presentation will outline the differences 

between a VDP and a Bug Bounty, why you would want one, or both; 

and share real world experiences running a program for an 

automotive OEM.

ABOUT
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Source: https://www.cisa.gov/publication/vulnerability-disclosure-policy-vdp-platform-fact-sheet

VDP
Vulnerability Disclosure Program



1853 Locksmiths
The Rudimentary Treatise on the Construction of Locks was penned 
by locksmith Alfred C. Hobbes, shedding light on early lock 
construction. 

Modern Programs
A coordinated official program or platform for security researchers to 
disclose security vulnerabilities with a software vendor or supplier to 
help secure their products

VDP
Vulnerability Disclosure Program

Source: https://duo.com/labs/research/history-of-vulnerability-disclosure



The first “bug” bounty program dates to 1983 
from operating system company Hunter & 
Ready, Inc.

Bug Bounty Program
Paid Compensation



There is no solution that works for everyone.

VDP or BUG BOUNTY?
What is the right choice?



Your company has a large range of products or users with varied use 
cases

Your company develops systems or software that get used by other 
companies or industries to produce unique products 

VDP
Why would I pick a VDP?

Source: https://www.apache.org/security/



Your company has a very specific list 
of assets they are trying to protect.

Those assets have already been 
delivered through a mature Secure 
Development Lifecycle, Penetration 
Tested, and has a dedicated 
development team available to 
resolve new vulnerabilities.

BUG BOUNTY
Why would I pick a Bug Bounty Program?

Source: https://bugcrowd.com/netflix



So, you’ve decided on a VDP or Bug Bounty 

Program, here are some tips

A PROGRAM
WHEN TO LAUNCH

WWW.GRIMMCYBER.COM

1. You have a product that can change
2. You’ve already done all the security things internally
3. You have a well-documented and tested Incident Response 

Plan
4. You have buy in from The C-Suite, Marketing, Customer 

Service, Development and Production teams
5. You have an accurate and useable asset inventory
6. You have the people to do the work



Tech Newbie Scope

The technical consumer 

that misunderstands the 

point of the program and 

submits product defects 

to your program as 

security vulnerabilities

The new security 

researcher trying to earn 

a reputation, and skills by 

finding “Vulnerabilities” 

in systems that have 

minimal impact or aren’t 

vulnerable

This class of researcher 

can be the most difficult 

to engage with, if they 

don’t respect the scope 

of the program, they may 

have hit a dead end with 

other efforts

EXPECT THE UNEXPECTED



WHAT COULD GO WRONG?



WHAT COULD GO RIGHT?



Bugcrowd

Hacker One

Synack

Luta Security

Open Bug Bounty

Katie Moussouris @k8em0

Casey John Ellis @cje

Marten Mickos @martenmickos
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FINAL THOUGHTS
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Engage with your researchers - they are passionate, driven, and 
all have unique expertise

Be open minded - you will be surprised with what some 
researchers can do, in ways you never expected

Relax - this can be daunting, make sure you have backup; and 
use it!

Be Honest



THANK YOU
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