


80%

Extortion 

Economics

Ransomware’s 

new business model

Ransomware attacks exploiting configuration errors

Over 80 percent of ransomware attacks

can be traced to common configuration 

errors in software and devices.1



Internet Usage Statistics

Internet Users

5B

Total Population

7.93B

5.3B¹

Mobile Devices

4.6B¹

Social Media 

Users

15K1

partners in security 
ecosystem

785K²

1. We are Social



150
New domains

79,861
New hosts

7,620
New IoT devices

53
New SSL certificates

23
New mobile apps

It only takes 1 minute
Expanding attack surface



19
DDOS Attacks

34,740
Password attacks

1,902
IoT based attacks

7
Phishing attacks

1
SQL Injection

It only takes 1 minute
Volume of attacks



48,706
Brute force 

authentication attacks
(blocked by Azure Active 

Directory)

18,265
Malware Threats

(blocked by Microsoft 

Defender for Endpoint)

60,882
Email Threats
(blocked by Microsoft 

Defender for Office)58,980
Identity Threats

(blocked by Microsoft 

Defender for Identity)

It only takes 1 minute
Attacks blocked by Microsoft



Cybercriminals emboldened by 

underground ransomware economy

While ransomware continues to be a headline-grabbing topic, 

there’s ultimately a relatively small, connected ecosystem of players 

driving this sector of the cybercrime economy. The specialization 

and consolidation of the cybercrime economy has fueled

ransomware as a service (RaaS) to become a dominant business 

model, enabling a wider range of criminals, regardless of their 

technical expertise, to deploy ransomware.

We are all cybersecurity defenders.

Cyber Signals 



Security Snapshot

Microsoft’s Digital Crimes Unit (DCU)

Directed the removal of more than 531,000 unique phishing URLs and 

5,400 phish kits between July 2021 and June 2022, leading to the 

identification and closure of over 1,400 malicious email accounts used to 

collect stolen customer credentials.1

Cyber Signals 

Email Threats:

Median time for an attacker to access your private data if you fall victim 

to a phishing email is one hour, 12 minutes.1

Endpoint Threats:

Median time for an attacker to begin moving laterally within your 

corporate network if a device is compromised is one hour, 42 minutes.1



Threat Insights



Nation state actors discussed in this report



a

Just as many industries have shifted toward gig workers for efficiency, 

cybercriminals are renting or selling their ransomware tools for a portion of 

the profits, rather than performing the attacks themselves. 

The Ransomware as a Service economy allows cybercriminals to purchase 

access to ransomware payloads and data leakage as well as payment 

infrastructure. Ransomware ”gangs” are in reality RaaS programs like Conti 

or REvil, used by many different actors who switch between RaaS programs 

and payloads.

RaaS lowers the barrier to entry and obfuscates the identity of the attackers 

behind the ransoming. Some programs have 50+“affiliates,” as they refer to 

users of their service, with varying tools, tradecraft, and objectives. 

New business model offers 

fresh insights for defenders 

Threat briefing
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https://www.microsoft.com/security/blog/2022/05/09/ransomware-as-a-service-understanding-the-cybercrime-gig-economy-and-how-to-protect-yourself/


Response

Democratization of 

Credential Theft Tooling

(~2008)

[Human Operated]

‘Big Game’ Ransomware 

(~2019)

Encrypting 

Ransomware 

(~2013)

Evolution of threats and security analyst priorities

Commodity attacks

Ransomware/Extortion attacks

Commodity players re-sell access to 

ransomware/extortion operators

Current Priorities
1

2

Advanced attacks

MAJOR 
CHANGES

3

Security Operations must prioritize and get good at all attack types

https://news.microsoft.com/security2015/
https://news.microsoft.com/security2015/
https://news.microsoft.com/security2015/
https://news.microsoft.com/security2015/


Ransomware as a Service



For sale in “bad neighborhoods” on the internet

Attacker for hire (per job) 
$250 per job (and up)

Ransomware Kits 
$66 upfront 

(or 30% of the profit / affiliate model)

Compromised PCs / Devices
PC: $0.13 to $0.89

Mobile: $0.82 to $2.78

Spearphishing for hire 
$100 to $1,000 

(per successful account takeover) 

Stolen Passwords
$0.97 per 1,000 (average)

(Bulk: $150 for 400M)

Denial of Service 
$766.67 per month

Attackers

Other Services
Continuous attack 

supply chain innovation



• Gain initial access

• Set up persistence with ABCs:

• Access (credentials) 

• Backdoors

• Command and Control (C2)

• Navigate technical estate to 

• Find/discover objective 

• Obtain access to it (credentials, 

privileges, connectivity)

• Identify business model & 

estimated return on investment 

(ROI)

• Identify and research targets

• Select & prepare technical attacks

• Execute on original objectives 

(or others discovered ad hoc)

• Resell access to others

Data 

exfiltration
Ransomware SpamSupply chain 

attack

Hardware

tampering
Monitoring and

interception
Privilege

escalation

Lateral 

movement

Authentication

attack

Brute force Code injection

Security control 

evasion

Malware /

Malicious code

Malware

download

Network 

tampering

Phishing

Vulnerability

Scanning

Stolen or fake

digital signature

Social

engineering

Spoofing

Web app

attack

Zero-day

vulnerability
Cryptographic

attack

User error /

Neglect

Credential 

compromise

Watering hole /

Strategic web 

compromise

Backdoor

C&C

Removable

media
Denial of

service

Remote 

access C&C

Initial attack phases are often similar or identical for ransomware and targeted data theft



a

Since the shutdown of Conti we’ve observed shifts in the ransomware 

landscape. Some affiliates who were deploying Conti moved to payloads 

from established RaaS ecosystems like LockBit and Hive, while others 

simultaneously deploy payloads from multiple RaaS ecosystems.

New RaaS like QuantumLocker and Black Basta are filling the vacuum left by 

Conti’s shutdown. Since most ransomware coverage focuses on payloads 

instead of actors, this payload switching is likely to confuse governments, 

law enforcement, media, security researchers, and defenders about who is 

behind the attacks.

Reporting on ransomware may seem like an endless scaling problem; 

however, the reality is a finite set of actors using the set of techniques.

Ransomware Landscape

Threat briefing
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DEV-0237 ransomware payloads over time

Threat briefing
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2021 2022

Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec Jan Feb Mar Apr May Jun

Source: Microsoft 365 Defender Threat Intelligence Team and Microsoft Threat Intelligence Center (MSTIC)

Ryuk
2020-Jun 2021

Conti
Jul-Oct 2021

Hive
Oct 2021-present

BlackCat
Mar-June 2022

Nokoyawa
May 2022-present

Agenda, etc.
June 2022 (experiment)



a

Build credential hygiene: 

Develop a logical network segmentation based on privileges that can be 

implemented alongside network segmentation to limit lateral movement.

Audit credential exposure: 

Auditing credential exposure is critical in preventing ransomware attacks 

and cybercrime in general. IT security teams and SOCs can work together to 

reduce administrative privileges and understand the level at which their 

credentials are exposed.

Reduce the attack surface: 

Establish attack surface reduction rules to prevent common attack 

techniques used in ransomware attacks. In observed attacks from several 

ransomware associated activity groups, organizations with clearly defined 

rules have been able to mitigate attacks in their initial stages while 

preventing hands on keyboard activity.

Threat briefing

Cyber Signals 

Recommendations:



a

Ransomware exists to extort payment from a victim. Most current RaaS 

programs also leak stolen data, known as double extortion. As outages 

cause backlash and government disruption of ransomware operators 

increases, some groups forgo ransomware and pursue data extortion.

Two extortion focused groups are DEV-0537 (aka LAPSUS$) and DEV-0390 

(a former Conti affiliate). DEV-0390’s intrusions initiate from malware but 

use legitimate tools to exfiltrate data and extort payment. They deploy 

penetration testing tools like Cobalt Strike, Brute Ratel C4, and the 

legitimate Atera remote management utility to maintain access to a victim. 

DEV-0390 will escalate privileges by stealing credentials, locate sensitive 

data (often on corporate backup and file servers), and send the data to a 

cloud file sharing site using a file backup utility. 

DEV-0537 uses a very different strategy and tradecraft. Initial access 

is obtained by purchasing credentials on the criminal underground or from 

employees at targeted organizations.

Cybercriminals add double 

extortion to attack strategy

Defending 

against attacks

Cyber Signals 

https://www.microsoft.com/security/blog/2022/03/22/dev-0537-criminal-actor-targeting-organizations-for-data-exfiltration-and-destruction/


Actionable Insights



a

Cybercriminals add double 

extortion to attack strategy

Defending 

against attacks

Cyber Signals 

Stolen passwords and unprotected identities

More than malware, attackers need credentials to succeed. In nearly all 

successful ransomware deployments attackers gain access to privileged, 

administrator level accounts granting broad access to an organizations’ 

network.

Problem

Authenticate identities

Enforce multifactor authentication (MFA) on all accounts, prioritize 

administrator and other sensitive roles. With a hybrid workforce, require 

MFA on all devices, in all locations, at all times. Enable passwordless

authentication like FIDO keys or Microsoft Authenticator for apps that 

support it.

Action

1



a

Cybercriminals add double 

extortion to attack strategy

Defending 

against attacks

Cyber Signals 

Missing or disabled security products

In almost every observed ransomware incident, at least one system 

exploited in the attack had missing or misconfigured security products 

that allowed intruder to tamper with or disable certain protections.

Problem

Address security blind spots

Like smoke alarms, security products must be installed in the correct 

spaces and tested frequently. Verify that security tools are operating in 

their most secure configuration, and that no part of a network is 

unprotected.

Action

2
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Cybercriminals add double 

extortion to attack strategy

Defending 

against attacks

Cyber Signals 

Misconfigured or abused applications

You might use a popular app for one purpose, but that doesn’t mean 

criminals can’t weaponize it for another goal. Too often, “legacy” 

configurations mean an app is in its default state, allowing any user wide 

access across entire organizations. Don’t overlook this risk or hesitate to 

change app settings for fear of disruption.

Problem

Harden internet facing assets

Consider deleting duplicative or unused apps to eliminate risky, 

unused services. Be mindful of where you permit remote helpdesk 

apps like TeamViewer. These are notoriously targeted by threat actors 

to gain express access to laptops.

Action

3
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Cybercriminals add double 

extortion to attack strategy

Defending 

against attacks

Cyber Signals 

Slow patching

It’s a cliché, like “Eat your vegetables!” – but it’s a critical fact: The best 

way to harden software it to keep it updated. While some cloud-based 

apps update with no user action, companies must apply other vendor 

patches immediately. In 2022 Microsoft observes that older 

vulnerabilities are still a primary driver in attacks.

Problem

Keep systems up to date

Make software inventory a continuous process. Keep track of what 

you are running and prioritize support for these products. Use your 

ability to patch quickly and conclusively to gage where transitioning 

to cloud based services is beneficial.

Action

4



Cybersecurity bell curve



Thank You


