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There’s a secret 
your colleagues 

are afraid to tell you.   





DATA SECURITY TIPS FOR PEOPLE WITHOUT YOUR 

EXPERTISE 



Don’t collect it if you don’t need it. 

Keep it only as long as you need it. 



Don’t collect it 
if you don’t need it. 

RockYou, Inc. (consent order) 



Restrict access to sensitive data. 

Limit administrative access. 



Restrict access 
to sensitive data. 

Goal Financial (consent order) 



Limit administrative 
access. 

Twitter (consent order) 



Insist on complex and unique passwords 
that are securely stored.  

Guard against brute force attacks.  

Protect against authentication bypass. 

 



Guard against 
brute force attacks. 

Twitter and Lookout Services (consent orders)  



Protect against 
unauthorized bypass. 



Keep sensitive data secure throughout 
its lifecycle.  

Use industry-tested and accepted 
methods.  

Ensure proper configuration.  

 



Use industry-tested 
and accepted methods.  

Henry Schein Practice Solutions (consent order)  

DIY 



Ensure proper configuration.  

Fandango and Credit Karma (consent orders)  



Segment your network.  

Monitor activity on your network.  



Segment your network.  

DSW (consent order)  



Monitor activity 
on your network.  

Vtech Electronics Limited (stipulated order)  



Ensure endpoint security.  

Put sensible access limits in place.  



Ensure 
endpoint security.  

Settlement One (consent order) and Lifelock (stipulated order)  



Train your engineers in secure coding.  

Follow platform guidelines for security.  

Test for common vulnerabilities. 



Train your engineers 
in secure coding.  

HTC (consent order)  



Follow platform guidelines 
for security.  

Fandango, Credit Karma, and HTC (consent order)  



Put it in writing. 

Monitor and verify compliance. 



Put it in writing 
and monitor compliance. 

BLU Products, Inc. (proposed consent order) 

FAT-FREE 
CHOLESTEROL-FREE 

GLUTEN-FREE 



Update and patch third-party software.  

Heed credible security warnings and 
move quickly to fix them. 



Heed credible security warnings 
and move quickly to fix them. 

Fandango LLC and Snapchat (consent order) 



Securely store sensitive data.  

Keep safety standards in place when 
data is en route.  

Dispose of sensitive data securely.  

 



Secure paper, physical media, 
and devices. 

CBR Systems, CVS Caremark, and Rite AId(consent order) 



Dispose of sensitive data 
securely. 

CBR Systems, CVS Caremark, and Rite AId(consent order) 



business.ftc.gov 



How we can work together 

1. Visit ftc.gov/subscribe to sign up for the FTC 
Business Blog.  

2. Visit business.ftc.gov for data security resources. 

3. Order free copies at ftc.gov/bulkorder. 

4. Use FTC Start with Security videos in staff training. 

5. Link, tweet, post, or blog about FTC resources. 

6. Let us know how the FTC can help you do your job. 

7. Participate in InfraGard and other important 
partnerships. 
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