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Here is a much more consumable slide. We have 200 million endpoints. For context, the nearest competitor has 
about 175 thousand endpoints. This is not just a brag point…it’s real value for our team as we also have the tools 
needed to process this massive database. Beyond that, nearly a third of the world’s emails come through 
Symantec systems. This means that if there is a phishing campaign we have the best access to determine the size 
and trends associated. Were you targeted or is this widespread and perhaps random? Was this a campaign 
against an industry? a geographic region? The better we understand the threats we face the better we can plan 
responses…or ignore things that just don’t require a response at all.

Going back to our math equation, even if we assume the talent were equal among our industry, and we all had 
the same amount of time, this access is what sales folks like to call a market differentiator.
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As we do every year in the ISTR, we review the most notable targeted attack incidents that happen in the year.  
These attacks are predominately cyber-espionage.  Not in 2016.  The shift in 2016 is that targeted attacks are 
being used for sabotage and subversion.   

To paraphrase Clausewitz, cyber-attacks are politics by other means.

We’ll look at examples of attacks representing both sabotage and subversion.
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Cyberattacks involving sabotage have traditionally been quite rare, but 2016 saw two separate waves of attacks involving 
destructive malware. Disk-wiping malware was used against targets in Ukraine in January and again in December, attacks 
which also resulted in power outages. Meanwhile the disk- wiping Trojan Shamoon reappeared after a four year absence and 
was used against multiple organizations in Saudi Arabia. 

Shamoon was first used in attacks against the Saudi Arabian energy sector in 2012, a new variant (W32.Disttrack.B) was used 
against targets in Saudi Arabia in November 2016 and January 2017. In the first wave of new attacks, the malware was 
configured to launch its disk-wiping payload at 8:45pm local time on Thursday, November 17. The Saudi Arabian working 
week runs from Sunday to Thursday. Thus, the attack was timed to occur after most staff had gone home for the weekend in 
the hope of reducing the 

of discovery before maximum damage could be caused. 

The Shamoon malware was configured with passwords that appeared to have been stolen from the targeted organizations. 
These passwords were likely used to allow the malware to spread across an organization’s network. 

The attacks were likely politically motivated. In the 2012 attacks, infected computers had their master boot records wiped 
and replaced with an image of a burning US flag. The latest attacks instead used a photo of the body of Alan Kurdi, the three 
year-old Syrian refugee who drowned in the Mediterranean in 2015. 

A number of attacks against Ukraine involving the use of disk-wiping malware in 2016. The attacks were linked to what is 
likely a Russian cyberespionage group.  This group is known as Sandworm and involved a highly destructive Trojan (Trojan. 
Disakil). Attacks in late 2015 and early 2016 hit the energy sector in Ukraine, with the latter being linked to power outages in 
the country.

The malware was designed to run on Linux computers and, if run, rendered them unusable by encrypting key operating 
system files. Once the encryption has finished, it displayed a message demanding a ransom of 222 Bitcoin (approximately 
US$210,000 at the time of the attacks). Paying the ransom would not decrypt the affected files, with the encryption keys 
generated on the infected computer not saved locally nor to a command and control (C&C) server. The malware was likely 
disguised as ransomware in order to trick victims into not investigating attacks thoroughly. 
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The US intelligence community’s report into the DNC data thefts and subsequent public disclosures assessed that 
they were part of an influence campaign conducted by the Russian Government aimed at the 2016 US 
presidential election. This is a group we have been tracking for over a decade.  Their pervious attacks were 
classified as cyber-espionage. So this is a shift from previous attacks.

The US intelligence community reports that the attacks were an attempt to influence the US election and also 
concluded that the campaign would have been seen as a success in Russia and that these activities will likely be 
used to inform future influence operations. 

Given the proven potential for sowing discord and confusion, there is a strong likelihood that these tactics may be 
used again in a bid to destabilize other countries. France and Germany are both holding elections this year and 
already Bruno Kahl, the head of Germany’s foreign intelligence service, has said the same kind of attacks have 
already begun against Germany. “We have evidence of cyberattacks that have no other purpose than triggering 
political uncertainty,” he said. “The perpetrators are interested in delegitimizing the democratic process as such, 
no matter who that subsequently helps.” 

These types of attacks reflect a broader shift towards highly-publicized, overt campaigns
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The most noteworthy trend observed through 2016 was the uptick in email malware rates. The rate jumped from 
1 in 220 emails in 2015 to 1 in 131 emails in 2016. This increase in email malware can probably be linked to 
ongoing activity during 2016 by mass-mailing malware groups.

One of the major distributors of malware is a botnet known as Necurs. Necurs is responsible for massive 
campaigns that spread malware through JavaScript and Office macro attachments. These downloaders 
subsequently install the final payload, which in 2016 was typically ransomware threats such as Locky. 
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The return of macros is another significant trend.  Popular 20 years ago, they have come roaring back as a method 
to live of the land, attacking users through their email.
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“living off the land” means using whatever tools are on hand, such as word documents, email, powershell, other 
legitimate network administration software and operating system features to attack.  Its taking advantage of what 
users have in their environment.  Even IoT devices have become a tool for attackers.  Living off the land works to 
the attackers advantage because the tools are ubiquitous, most victims are running these programs, or can run 
them.  They are easy to use for malicious purposes, much easier than finding and exploiting Zero-day 
vulnerabilities and writing sophisticated malware.  And they allow attackers to hide in plain sight.  End-users and 
IT expect these tools to be on a machine.  And the intent of the tool, that it is being used for harm, can be hard to 
determine.

One thing we will see throughout the ISTR is examples of how these tools have been used and abused by 
attackers.   It is a part of almost every other trend we’ll talk about today.

15



A notable trend during 2016 was a shift in the type of downloader used to deliver some of the most prolific 
threats. At the beginning of the year, Office documents with malicious macros (W97M.Download- er and variants) 
were the most popular form of downloader and were used in campaigns delivering threats such as Dridex
(W32.Cridex). During March 2016, a shift occurred and the use of JavaScript down- loaders (JS.Downloader and 
variants) increased significantly. 

While the propagation of Office macro downloaders has been lower throughout the year, Symantec doesn’t 
believe that this vector will disappear. In fact, we can see that W97M.Downloader detections spiked in December, 
although JS.Downloader continues to dominate.

Within the shift to JavaScript downloaders, Symantec saw a significant increase in the use of malicious WSF 
(Windows Script File) attachments (also detected as JS.Downloader) from July onwards. WSF files are designed to 
allow a mix of scripting languages within a single file. They are opened and run by the Windows Script Host (WSH). 
Their use as malicious attachments may be due to the fact that files with the .wsf extension are not automatically 
blocked by some email clients and can be launched like an executable file. 

Ransomware, in particular, has been distributed employing this new tactic. In the second half of 2016, Symantec 
blocked a range of major campaigns distributing Locky (Ransom.Locky) that involved malicious WSF files. 
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PowerShell, a powerful scripting language and shell framework, has become a mainstay of the infection chain and 
appeals to attackers for a number of reasons. It is installed by default on most Windows computers, and most 
organizations do not have extended logging enabled for it, making malicious PowerShell activities largely invisible. 
Scripts can also easily be obfuscated, which hides their malicious intent. It allows for payloads to be executed 
directly from memory, meaning that attackers leave fewer traces behind. 

An analysis by Symantec in late 2016 showed that 95.4 percent of inspected PowerShell scripts were found to be 
malicious. Malicious PowerShell scripts are primarily used as downloaders during the initial infection phase, but 
can also be used for lateral movement across a network. This lateral movement is typically seen in targeted 
attacks to enable a threat to execute code on a remote computer when spreading inside the network.

When it comes to cybercrime attacks, PowerShell is used to facilitate the download and execution of the final 
payload. 

By using features like PowerShell and macros, attackers don’t need to rely on software exploits or custom tools 
that are more likely to arouse suspicion while requiring more time and skill to use. 
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Overall in 2016 we saw a slight drop in the amount of unique malware in the wild, from 430M in 2015 to 401M in 
2016.  Unique malware first seen in 2016 also dropped slightly from 355M to 357M.    

Looking at some of the characteristic of malware in 2016. 

o 89% of that malware first seen in 2016

o 20% of all malware VM aware

o 4% use cloud services

o 3% use SSL for C&Cs communication       (79% increase)

o 1% use Tor

New malware see did spike at the end of the year driven by email based attacks of new ransomware variants.
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Increased use of cloud services also helps facilitate a trend where attackers opting to “live off the land” instead of 
developing their own attack infrastructure. Lets look at the example of John Podesta.  In 2016 John Podesta was 
the Chairman of the Hillary Clinton presidential campaign.
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In what may be the world’s most famous phishing attack, the Gmail account of John Podesta was compromised.  
According to the FBI, this spear-phishing email sent to campaign chairman John Podesta’s email account on March 
19, 2016. 

The email was crafted to appear as though it originated from an official Gmail administrative account. The 
branding looks consistent (Google logo, shield logo). The email is addressed to the recipient (not “Dear Sir”). The 
English is not broken.  It appears to be very well crafted.

. 
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Best practice for end-users is to hover their mouse over a link to view the real URL of a link.  This used shortened 
URL which obfuscated a malicious URL.  

Even if the end-user could length the URL the true domain is obfuscated.  A first glance the domain appears to be 
myaccount.google.com.  But if you look closely you can see that the actual domain is myaccount.google.com-
securitysettingpage.tk That’s not Google.  But it’s a lot more social engineering than a cyber-criminal puts into a 
phishing attack.
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But luck, or a typo also played its part in the success of this attack.

Mr. Podesta asked about the email he received.  He didn’t just click it.  His assistants forward a letter from their IT.  
You can see that the advice is good.  He was urged to change his password.  HE was urged to use 2-factor 
authentication.  All good.

He was given the correct URL to go to.

But the message contained a single typo.  The word NOT was left out.  This changed the meaning of the message.  
And Mr. Podesta clicked on the link in the email.
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Once clicked, the victim is directed to a fake password reset page masquerading as a legitimate Gmail account 
reset page. The login page looks identical to the actual login page (HTML was cloned). Once the user submits the 
username/password combination, it doesn’t matter what happens next.

Typically, the phishing page redirects users back to Google.com

No malware or exploits were needed to perform the attack. Instead, simple social engineering was used to obtain 
a password. 
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Make sure passwords you use for your online accounts are unique and strong. Do not re-use passwords across 
multiple accounts, and enable two-factor authentication if available. 
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Data gathered by Symantec CloudSOC over the last six months of 2016 showed that the use and abuse of cloud 
apps and services, as well as the data shared and stored in them, is increasing. 

A lack of policies and procedures around how users in an organization use cloud services increases the risk of 
cloud app use. Our analysis found that most CIOs think their organizations only use around 30 or 40 cloud apps, 
despite most enterprises having adopted an average of 928, a difference of more than 2,000 percent. 

--Additional info on the data.

Our analysis looked at more than 20,000 cloud apps, 176 million cloud documents, and 1.3 billion emails. It found 
that the average enterprise has 928 cloud apps in use, an increase of 87 from 841 in the first half of 2016.  While 
these numbers may seem big, bear in mind that a multitude of commonly-used services such as Office 365, 
Google, Dropbox, and Salesforce are all cloud apps. In fact, Office 365, Google, and Dropbox were found to be the 
top three most commonly adopted and used collaborative apps in enterprises in both the first and second half of 
2016. 

Symantec CloudSOC analysis found that 25 percent of all shadow data (business data stored in the cloud without 
IT’s consent or knowledge) is ‘broadly shared’, meaning it is shared internally, externally, and/or with the public.  
Even more concerning is that of the 25 percent of files broadly shared, three percent contained compliance-
related data such as Personally Identifiable Information (PII), Payment Card Information (PCI), or Protected Health 
Information (PHI). 

Alarmingly, Symantec CloudSOC found that 66 percent of risky user activity in the cloud indicated attempts to 
exfiltrate data. Attempts to exfiltrate data are indicated by frequent sharing of accounts, frequent or excessive 
downloads, and frequent previewing of documents. Previewing of documents is indicative of exfiltration activity 
because it can allow attackers to screenshot data. User Behavior Analysis (UBA) is critical to identifying risky users 
and identifying and preventing exploits such as data exfiltration, data destruction, and account compromise. 
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Security is often not a priority for the device manufacturer. This leads to poor practices such as the use of default 
passwords and open ports, which the users do not, or cannot, change. 

They typically don’t have built-in mechanisms to receive automatic firmware updates, resulting in vulnerabilities 
being left unpatched. 

They are often forgotten about once installed. This means that their owners are unaware when devices are being 
used for malicious purposes and have little incentive to apply firmware updates. 

Default passwords are still the biggest security weakness for IoT devices. The password most commonly tried by 
attackers is “admin”. This means that attackers know what the default passwords are, and that they have most 
likely not been changed.
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Mirai first came to public attention in September when the botnet was used for a huge DDoS attack on Brian Krebs’ website. That attack 
peaked at 620 Gbps, making it the biggest DDoS attack ever reported at that time. However, a few days later, reports emerged about an 
earlier attack on French hosting company OVH that was reported to have peaked at 1 Tbps. However, it was a DDoS attack on DNS 
company Dyn in October that put Mirai on the front page. The attack on Dyn crippled many of the world’s leading websites, including 
Netflix, Twitter, and PayPal. 

The attack showed how powerful a DDoS attack using IoT devices could be and raised questions about what it might mean if attackers 
decided to target industrial control systems or critical national infrastructure. 

Mirai works by continuously scanning for IoT devices that are accessible over the internet and protected by factory default or hardcoded 
user names and passwords. It then infects them with malware that forces them to report to a central control server, turning them into a 
bot that can be used in DDoS attacks.

The source code for Mirai was made publicly available at the end of September. It was posted to HackForums by a user with the handle 
Anna-senpai on September 30. As expected, the revelation of the source code resulted in the creation of other Mirai variants. 

In late November, a variant of Mirai crippled internet access for nearly 1 million home internet users in Germany. This variant attacked a 
number of routers where TCP port 7547 was accessible remotely on the device, while also exploiting a weakness in the CPE WAN 
Management Protocol. Similar routers used by Irish company Eir were also believed to have been vulnerable to the same attack. 

With this first variant appearing less than two months after the source code was made public, it would be reasonable to assume that it is 
just the tip of what could be a very large iceberg. 

With Gartner predicting that there will be more than 20 billion IoT devices in the world by 2020, it’s important that security problems be 
addressed or campaigns like Mirai could be seen on an even larger scale. Additionally, the profile of IoT devices is likely to change. As 
connected cars and connected medical devices become more commonplace, attacker motives are also likely to change. 

Attacks using IoT devices also lower the barriers to entry for cybercriminals. There is much less security for attackers to overcome when 
trying to take over an IoT device. Unlike a desktop computer or laptop, which will typically have security software installed and receive 
automatic security updates, an IoT device’s only protection may be an easily-guessed default user name and password. Currently, the poor 
security on IoT devices is just making life easier for cybercriminals. 

But we should not focus just on Mirai.  There are also at least 17 other IoT malware families that are actively compromising devices. 
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o With 34% of all attacks, US the region most affected by Ransomware

o Attackers target countries that can pay the largest ransom

o Number of internet connected computers also effect the numbers

o But US also has characteristic that is driving up the cost of the ransom
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o The average starting ransom demand soared in 2016.

o Once infected many threats raise price if ransom not paid by deadline

o Some criminals will negotiate

o Targeted businesses will see higher demands

o Highest ransom demand for single machine seen in 2016 - $28,730 (Ransom.Mircop)
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