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Incident response has grown into far more than 
the forensic analysis of a workstation. With this 
growth has come many challenges and 
developments ranging from educating the digital 
forensic and cyber security workforce to 
addressing the many threats that advanced 
technology and Big Data present - not only from 
terrorists and cyber criminals, but also from the 
commercial sector. 



Challenge #1

We are not pulling the rope in the 
right direction

- Lack of awareness of each other
- Lack of collaboration
- Lack of support
- Lack of direction
- Tendency toward reinvention



Challenge #2

Historically organizations had to deal with cyber 
security incidents as new occurrences.  However, now 
there is some history to learn from but most 
organizations have their eyes closed.

Organizations fall into the trap of thinking their 
previous history with cyber security incidents is an 
accurate predictor of their future risk.

Organizations fail to defend themselves because they 
are working on the wrong vulnerabilities.

The Tail Wags the Dog until there is a Catastrophe



Challenge #3

Commercial ignorance, lack of ethics, and greed 
have created a situation that is potentially as 
dangerous as the Black Hat hacking community, 
organized crime, and Nation State sponsored 
cyber attacks.

- Active and Passive data gathering
- Internet of Things (IoT)
- “Smart” devices
- Apps
- Privacy Policies



Challenge #4

Lack of understanding

- Scope
- Threat Identification
- That a problem exists

“I wish I didn’t know now what I didn’t know then.” – Bob Seger



Information Disclosures & 
Security Vulnerabilities of  
IoT Devices.  

Greg Gogolin, Ph.D.

Professor

Information Security & 
Intelligence

Kaushik Bindu Sai. Yelisetti

Graduate Research Assistant

Madhurima. Vadlamudi

Graduate Research Assistant

Smart TV & Amazon Echo

James Furstenberg, M.S.

Assistant Professor

Information Security & 
Intelligence



Madhurima Vadlamudi & Kaushik Bindu Sai Yelisetti



Introduction/Background

• “ … by the year 2020 there will be over 50 billion 
internet-connected smart devices” 1 

• “IoT devices capture and relay end user information to 
manufacturers and other parties without the 
knowledge or consent of the end user” 2

• “… user privacy is a very important challenge of IoT” 2

• By 2020, over 25% of identified attacks in enterprises 
will involve IoT, though IoT will account for less than 
10% of IT security budgets.4

(Vergetis Lundin, 2015) 1



Research Objectives 

• Information Disclosure 
• Active and Passive - voice capturing and monitoring abilities of 

voice active commands. 
• Verboseness of Data sent over the network 

• including what was sent and where it was sent.
• Confidentiality of communication transmissions over the network.
• Activity state testing

• i.e. standby state, voice command and how often the device 
checked into the network.

• Testing for voice log data and traffic from the apps used to manage 
the device. 



Device 1 - Amazon Echo 1

• Deceptively Simple
• Very popular personal 

automated assistant.
• Seemingly innate and 

harmless.
• Voice automated  operation.
• Integrated with mobile 

phone Alexa App.



Echo Setup Wireless Search Setup Complete

Echo Setup



Echo Motherboard 1

•Texas Instruments DM3725CUS100
Digital Media Processor
•Samsung K4X2G323PD-8GD8 256 MB 
LPDDR1 RAM
•SanDisk SDIN7DP2-4G 4 GB iNAND 
Ultra Flash Memory
•Qualcomm Atheros QCA6234X-AM2D 
Wi-Fi and Bluetooth Module
•Texas Instruments TPS65910A1
Integrated Power Management IC

Deceptively Powerful 



Echo Sensors 1 - 7 microphones  

•Texas Instruments LP55231
Programmable 9-Output LED Driver 
(x4)
•Texas Instruments TLV320ADC3101
92dB SNR Low-Power Stereo ADC 
(x4)
•Texas Instruments SN74LVC74A
Dual Positive-Edge-Triggered D-Type 
Flip-Flops
•S1053 0090 V6 Microphone (x7)



Echo Findings 

• Identify the location of the Echo

• Nmap Scan to identify any possible 
open ports

• Basic Denial of Service attack Denial of Service attack

Nmap Scan



Amazon Echo Packet Capture

Traffic in Standby mode Clear Text-Traffic for voice 
commands



Web Conversations

• The AP to which the Echo is 

connected to talks to several 

unknown IP’s.



Clear Text HTTP Traffic & Top Conversations

HTTP Traffic Conversations



Conclusion – Amazon Echo

• Constantly probes all the access points within its reach.

• Voice requests being sent are visible in plain text.

• Device uses two different MAC addresses.

• Packets being transmitted are encrypted. 

• An optimal target to breach a network.



Smart TV with Apps Full Web Browser

SMART INTERACTION 2
• Motion Control with Optional Camera 
Accessory
• Voice Control

• Any Net Technology that allows one remote 
to control all digital devices in a home 
theater/entertainment system.

Device 2 - Samsung Smart TV 2



Verboseness 

Constant Talker

Contact AD Platform



Voice Commands – Clear Text 

296 DNS Queries



Samsung Smart TV Findings

• Setup is quite easy
• Once connected to 

the Internet, 
conducted packet 
capture

• Vulnerable to De-
authentication 
attack similar to the 
Echo.

Packets Captured



Conclusion – Samsung Smart TV
• Data is being transmitted in Clear Text.
• Sends a minimum and 296 DNS queries as soon as it 

starts, and increase exponentially while being used.
• Voice commands given are visible in clear text.
• Highly talkative and pings several third-parties.
• A optimal security target
• Why would an organization have data sent to more than 

one location?



Resources – Tools 
• Wireshark and Tshark

• Isolated WLAN and LAN 

• Win7 and Kali Linux 

• Network Miner Pro 

• Network Tap
• Dualcomm DCSW-1005PT 10/100 Ethernet 

Network TAP w/PoE 

• Steelcentral Packet Analyzer 

• Acrylic Wifi Analyzer 

• Palo Alto PA200 Firewall 

• AirPcap – WLAN Capture Cards

• Nexpose Vulnerability  



Resources – Environment 
• Ferris State University Information Security & Intelligence 

Digital Forensic Research Lab

• Secured lab with segmented research network

• Information Security & Intelligence program – est. 2007 

• Ranked #1 in Michigan and top 25 Nationally 

• First program to combine Cyber Security & Intelligence

• Link and Visual Analysis
• Competitive Theory
• Penetration Testing
• Risk Analysis
• Secure Technologies
• Project Management
• Fraud

• Information Security
• Digital Forensics
• Secure Database
• Python
• Data Mining
• Open Source Intelligence
• Legal/Ethical Issues
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Cyber defense/incident response is not scalable. 

We have not learned basic lessons from other 
environments.

The IoT adds considerable complexity for defense and 
incident response in addition to the legal and ethical 
issues.

Unlikely threat origination sources



Incident response has grown into far more 
than forensic analysis of a workstation. With 
this growth has come many challenges and 
developments ranging from educating the 
digital forensic and cyber security workforce 
to addressing the many threats that 
advanced technology and Big Data present -
not only from terrorists and cyber criminals, 
but also from the commercial sector. 
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Questions?


